_ UNIT III
WIRELESS HEALTH SYSTEMS
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Need for wireless monitoring, Definition of Body area network, BAN and
ei\[thull‘e, Technical Challenges- System security and reliability, BAN Architecture —
roduction, Wireless communication Techniques..

. INTRODUCTION

uch as diagnosis, monitoring and treatment of illness, as well as other tools that can help
dividuals improve their ‘personal ~ health - and wellbeing. Wireless health differs
om mHealth in that wireless health solutions will not always be mobile and mobile health
solutions will not always be wirelessly. enabled. Mobile broadband connectwnty is useful in
‘reaching new patients in remote areas while lmprovmg productivity - and convenience
~.throu°h data transmission.

5 Enablmg Technologles
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g < 4G,

. B Bluetooth low energy,

: }2* BodyLAN (BodyLAN is a low—power wnreless networking protocol that transmits data
from medical and fitness devices), T

, energy consumption and low data transmission. ),
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detect potentlally dangerous glucose levels.
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with soﬁware to gather and analyze personal health data. -
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| patlent blood glucose readmgs

wireless health system is the integration of wireless technology into traditional medicine,

§ + ANT+ .»(ANT+ is a wireless 'netwquing protocol that allows communication between
. multiple sensors and devices, designed for wireless sensor networks that require low-

o Cardlonet's '3G-enabled wireless service lme Mobile Cardlac Outpatlent Telemetry

Dexcom makes glucose sensing technologies with an FDA-approved product that
enables users to manage diabetes with real- tlme glucose information and trends that can

A&D makes connected activity monitors, weight scales and blood ‘pressure monitors

Entra Health Systems makes integrated bluetooth-enabled WIFl and Cellular blood
glucose meters that work with an online data collectlon network to upload and report
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3.2. NEED FOR WIRELESS MONITORING
patient monitoring system or

L)

A wireless health monitoring system, also known as a
wireless Health wearables, includes remotely monitoring 2 patient’s vital signs using
— devices that wirelessly communicate patient data to remote places.

The use of communication equipment in healthcare reduces the challenge faced by

*
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medical professionals in simultaneously monitoring several patients.
It allows them to keep an eye on patients without needin i
! . : \ g to be physically pr
their bedside, whether in a hospital or at home. i s
The devices use a wide range of sensors t ! y
_ _ 0 monitor the patient’s vitals. i ;
a eart
rate, body temperature, ECG, respiration, non-invasive bl = e
ood pressure, oxygen

saturation, and so on.
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turning devices once thought of as science fiction into

“This flexibility for greater physical mobility (ie. . > i
 significantly higher h‘é‘g@th-.:are experience; and therefore, higher quality of hife.

* small and ultra low-powér intelligent sensors/devices that are located on the body
~ surface or implanted inside the body.

- endoscope capsules, glucose monitors and eye pressure sensing systems

 assistance must fulfill a number of characteristics: g oo cXpert medical

ol movin
sics and wireless networking arc

clinical reality:
implanted 10

Recent advances in microelectrol
side the body
be either worn OF

I ices.
formation and servic | :
ssible integration with

. o7 : 0
The networking ability between these body devices fmd alsq S ment that can convey
existing IT infrastructure could result into a pervasive envnronh Y ihcare service
health-related information between the user's location and the

provider.

Ultra-small medical sensors/actuators can
to collect or deliver a variety of medical in

mHealth) directly translates Into a

Body Area Network (BAN) is a technology that allows communication between ultra-

In addition, the wearabl¢/implantable nodes can communicate to a controller device that
is located in the vicinity of the body. These radio-enabled sensors can be used to
continuously gather a variety of important health and/or physiological data.

Radio- enabled implantable medical devices offer a revolutionary set of applications
among which we can point to smart pills for precision drug delivery, intelligent

Similarly, wearable sensors allow for various medical/ph

electrocardiogram, temperature, respiration, heart rate. an

JSiOIOgical monitoring (e.g.
assistance, human performance management, etc. 3 pressure), disabi lity

Wearable devices that work outside the confines of t

e  Usability: The device has to be wory

ce should have |

the need for frequent re-charging and d;

*  Design: The device must |
: e el :
electrodes from the Bibgic, °8ant without the need t

gateway that transmits dat, (to the repmolt:m and frq
medicg| c

Stuptions i monitoring

0 attach long
M the devige togﬂ::lm '“d
are unit), Mobile

Ption, reducing |













Wearable Devices

3.5. TECHNICAL CHALLENGES

l. Data quality: Data generated and collected through BANSs can play a key role in the
patient care process. It is essential that the quality of this data is of a high standard to
ensure that the decisions made are based on the best information possible

2. Data management: As BANs generate large volumes of data, the need to manage and
maintain these datasets is of utmost importance.

3. Sensor validation: Pervasive sensing devices are subject to inherent communication

and hardware constraints including unreliable wired/wireless network links, interference
and limited power reserves. This may result in erroneous datasets being transmiitted
back to the end user. It is of the utmost importance especially within a healthcare
domain that all sensor readings are validated. This helps to reduce false alarm
generation and to identify possible weaknesses within the hardware and software
design.

4. Data consistency: Data residing on multiple mobile devices and wireless patient notes
need to be collected and analysed in a seamless fashion. Within body area networks,
vital patient datasets may be fragmented over a number of nodes and across a number of
networked PCs or Laptops. If a medical practitioner's mobile device does not contain all
known information then the quality of patient care may degrade.

5. Security: Considerable effort would be required to make WBAN transmission secure
and accurate. It would have to be made sure that the patient secure data is only derived
from each patient's dedicated WBAN system and is not mixed up with ot‘ller patient's i
data. Furthér, the data generated from WBAN should have secure and limited acces.& | :
Although security is a high priority in most networks, little study has been done in this
area for WBANs. As WBANSs are resource-constrained in ten-ns_ of power, memory,
communication rate and computational capability, securi-ty .soluuons p.ropc?sed for ot?ner
networks may not be applicable to WBANs. Confidentiality, authentication, mtegn?y,
and freshness of data together with availability and secure ma_nage.',ment are the security
requil;en'lents ‘in WBAN. The IEEE 802.15.6 standal"d,_ which is latest'_ standard for .;
WBAN, tried to provide security in WBAN. However, it has several security problems.

Interoperability: WBAN systems would have to ensure seamless data transfer across
! st:ndards such as Bluetooth, Zigbee etc. to promote information exchange, plug and
lay dév’ioé interaction. Further, the systems would have to be scalable, ensure efficient

P : ; _ |

~

migration across networks and offer uninterrupted connectivity. e e
7 Sysfem devices: The ‘sensors used in WBAN would have to be low on ‘cgmplexity |
: sma" in form factor, light in weight, power efficient, easy to "Sf: ax}d reconﬁ‘gurable.
Further, the Storage devices need to facilitate renlote storagf: and viewing of patient da;a

as well as access to external processing and analysis‘,tools via the Internet.
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l\f"?ﬂ‘-'h ssues, and outcomes Table 1 1 Lists the merits of secunity-based m~.

the body arva networks

Tabie 1.1,
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Identity-based Several security Cloud technology High storage and low

anonymous issues and wireless computation cost

authentication and communication

key agreement : 4

Trust management High residual power | Fuzzy logic Secure and stable '
o technique performance o
Enhanced User impersonation | Bilinear pairi'ng and | High security
authentication and | attacks elliptic curve

access control cryptography

protocol “ i

Different Security Aspects of Secure WBAN

Tan et al. explained the physical unclonable function (PUF) based cloud-assisted
authentication scheme to improve the security performance in multi-hop body area networks.
To increase the delivery rate, a lightweight authentication technique is implemented, which
results in lower storage overhead, resource loss, conflict rates, chanael utilization rate, and |

packet drop rate.

Demir et al discussed the cyber-physical systems for 6G networks for security
enhancement. Smart grid technology is used in the wireless body area network and is |
adaptable to all applications, including vehicles. The multilayer protection scheme is used to |
improve the network lifetime, reliability, and low latency which is suitable for real-time :

applications. _ i
Mo et al. suggested the wearable health monitoring system for known session special

: temporéry information with the two-factor authentications to enhance the security features in :
y

a wireless sensor network. A key agreement scheme is involved to improve the security |
enhancemer. with high network efficiency and it reduces the computational cost,
communication overhead, and traffic computation.
 Amel Zendehdel et al. introduced the telehealth monitoring scheme with Bluetooth for ;
low energy applications in wearable devices.. This scheme involves fingerprinting
biometrics, and vulnerability scanning for high security and high reliability on the internet of |
things. - |
TR s ot 3l art healthcare sy: ' icati
B [song“ gt al. suggested smart healthcare Isystems which promotes communication security
in wireless body area networks. Rt
ithish et al. discussed the cyber-physical system a L
: 'h ess body area networks toyincrza; netwc):rk lon . 'L;Sed i i e
_ . evi :
gevity and energy efficiency, as well as

wmmnst denial of service and deception attacks.

| | VW et al. di‘smlssed the remote health monitoring scheme fo
with the help of the Symmetric key generation method. Clo

PP PR

r health care applications
ud-assisted technology s
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* Jevels. E
. introduced in the second layer (logic link control),resu

" access control layer, which results in sniffing an

. data communication. Application layer attacks are generate

* from accessing their resources. Because of the week passwor
* (DDoS) attacks is generated. The main differer

T T TR T T

* sensors must be capable of viewing and detecti

nodes. These nodes are cheap and lo

" monitoring of movem

awkward worn by a person an
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[P attacks are

ach layer of the TCP/IP layered architecture generates attacks.
r incorrect

lting in address spoofing fo

qunication. Internet Control Message Protocol (ICMP) attacks is generated in the media
d man-in-the-middle attacks. In the third

esdropping attacks are created. TCP
righ synchronization flooding i
d in the OSI model's application
me and password

s and prevent them
of service

\ce between a DOS and a DDOS attack is that
a DDoS attack targets numerous hosts
performance.

practitioners receive mo
ble of viewing and
critical. WBAN

f human health;

comt

network layer, routing attacks such as blackhole and eav
attacks are originated in the transport layer, resulting in |

fayer, resulting in authentication issues such as accessing the user's userna

A denial of service (DoS) attack will restrict data from authorized user
d, distributed denial

a DOS attack targets a single host at a time, but
simultancously. These types of attacks will degrade network

The term “reliability” refers to the fact that health-care
data in a timely and accurate manner. WBAN sensors must be capa

detecting essential active signs of human health: therefore, reliability 1S
ng essential active signs O

nitoring

therefore, reliability is critical,

3.7. BAN ARCHITECTURE
WBAN is designed with special purpose se

nsor which can autonomously connect with
d outside of a human body.
le WBAN architecture where the architecture is

divided into several sections. Here we have classified the network architecture into four

sections. The first section I the WBAN part which consists of several numbers of sensor
w-power nodes with inertial. and physiological sensors,

strategically placed on the human body. All the sensors can be used for continuous
ent, vital parameters like heart rate, ECG, Blood pressure etc. and the

surrounding environment. There are vast monitoring systems are being used already based
i e .‘\ . . . . - -

on wired connections. Any wired connection in a monitoring system can be problematic and

d could restrict his mobility. So, WBAN can be a very '

lly in a healthcare system where a patient needs to be

Below Figure demonstrates a simp

effective solution in this area especia

~ monitored continuously and requires mobility.

The next section is the coordination node where the entire sensor nodes will directly
connected with a coordinatign node known as Central Control Unit (CCU). CCU takes the
formation from the sensor nodes and to deliver to tiu: next section

Ea;'monitoring human body activities there is no such wireless technology is fixed for
targeting WBAN. Most popular wireless technologies used for medical monitoring system

. mWLAN, WiFi, GSM, 3G, 4G,WPAN (Bluetooth, ZigBee) etc. . Except Cellular network

ar _,_‘ﬁﬂ‘"@fﬁwsﬁ technologies are commonly available for short distance communication
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rraffic Types
Ina WBAN traffic can be divided into three c
ategorie h
Emergency traffic v On- demand traffic gories such as: v Normal traffic v

{ Eec

Sensor hnodé :
electronics with )

wireless capability g g
s oA ECG.

s N O B )
g | , ‘ ccu

. \""Y : Wireless distance

- N WBA

Fzg 3 7. Sensor nodes in WBAN
onitor the normal c

gency traffic is initiated by nodes
ftr afﬁc

‘Normal traff c is the data traffic which is used to m ondition of a
nd on demand events. Emer

when they exceed a predeﬁned threshold or in any emergency situation. Such type o

rs totally unpredictable.
On- demand traffic is.initiated by the authorized pers
acquxre certain mformatron for diagnostic purpose

onnel like doctor or consultant to

" Work Flow i

Fi lgure 3.8 shows the work ﬂowch
he WBAN where all the sensors device

g if any error occurs then it will read data

art of WBAN. In the ﬂowchar’t workﬂow is divided in
s will collect data and

to two sections. First section is t
em to the control center. While processin
rd for processing.

a to the desired location. If any problem occur
hould be needed again. : |

process th
again from the sensor and will forwa
The control center will send the dat s then it

wrll generate an error where resend option s

different types of wireless short range

As WBAN is a short range wireless networks so
ed in different stages. In this

common technologies such as Bluetooth ZigBex

to deploy WBAN.
Bluetooth

 Bluetooth is an IEEE 802.15. 1 standard co AN (ereless Personal

ireless commumcatron
A typical

mmonly known as WP

igned as 2 short range Wi
¢ a"t'C‘Pated to form a network with security and low power consumption.

an\beZelai

segment we will describe most
é, WIF . [EEE 802.15.6 etc. that can be used
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work as slaves which gives each device t0 communicate with each other simultaneously-

( An other type of Bluetooth network can be formed with more than one Piconet known as
- Scatternet. In Scatternet a node of a Piconet (can be a master Or 2 slave) joins as a slave 1n
another Piconet. Figure 3.9 shows how a Piconet and Scatternet are formed using Bluetooth

- nodes. Though, the basic Bluetooth protocol does not support relaying but it is possible to
_join together numerous Piconet info a large Scatternet, and to expand the physical size of the
t i network beyond Bluetooth's limited range using this method.
& tB.Iuet_(Soth devices operate in the 2 4GHz ISM band(Industrial, Scientific and Medical
~ band), utilizing frequency hopping among 79 | MHz channels at a-nominal rate of 1600

| 'b;ops/,s'ec to avoid interference. It is classified with three classes of devices with coverage
i -_ra}lgin‘g from 1 to 100 m and different transmission powers ranging from 1 mW to 100 mW
with 3 Mbps data rate. A very key feature of Bluetooth is that all the Bluetooth devi s

' communication with each-other in NLOS condition. Bluetooth is suitable for sh Apirtine

4 data transmission applications such as between servers of WBANS or be ., d‘sm‘\ce
L vl oot s 3 . . or between a WBAN and

B E 800154 standindized solut i
J e - olutions for wireless ications
- SeNsors ai fc;liltg& and §llltable for use in harsh or iSOlate(tietl:::;P!mm
g .ﬂ(‘wg»l e netwf)ljk IS its low power consumption. Fi itions. One of
network topology which consist of three kinds of devifges s e
or nodes such as

end devic ( rdi
rand end device. One coordinator exists in every ZigBee network
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the network and handles management functions as well as data routing functions. End
devices are devices that are battery-powered due to their low-power consumption. They are
in standby mode most of the time and become active to collect and transmit data.

Piconet 1 ! Piconet 2

o T T T S (S I P = e eSS Nttt T

e=t
P
-

~ =
__________
______________

) ’ : @ Mactor » Scatternet
F Soradin , @ Slave
= ; ‘
B : .
B : Slave/Slave

B Fig. 3.9.

Bluetooth network

Devices such as sensors are configured as end devices. They are connected to the nctwork
- through the routers. Routers help to carry data across multi-hop ZigBee networks. In some

2 cases ZigBee network topology are formed without routers when the network is point to
~ point and point to multipoint. :

ZigBee is aimed at RF applications that require low data rate, long battery lifespan and

secure networking. Through the standby mode, ZigBee enabled devices can be operational
for several years. ZigBee-based wireless devices operate in three different frequency bands

such as 868 MHz, 915 MHz, and 2.4 GHz.

Coordinator
: Router

e s @End Device

)
i sl

L AT il e e N 3 s i i D i



’

b gyireless Health Systems
bstantial drawback of using ZigBee network for Wp AN app“%tion .,

; WLAN) transmission, especia] S ig
Y a

local ared network

vith wireless . :
! it can be unsuitable for larg ‘
C-scal

e t0 interference -

¢ GHz. As 7ioBee devices operate at low data rate SO .

2.4GHZ. & . +ions. But, it can be very much suitable for personal yge i
. But, 1 J

pvironment etc. within a modest range betwe,
o |

eless local area network (WLAN). G enefa||
02.11 a/b/g/n) that runs in ISM band 2.4 andz
Fi pennits users to transfer data at broadban

WiFi |
- wiFi is an IEEE 802.11 standard for wir
= iFi technology comes with four standards (8

GHz with a modest coverage of 100 meter. Wi- ins
speed when connected to an access point (AP) or in ad hoc mode. WiFi network where WiF;

sensor nodes and users can transfer data using internet by standard WiFi router. In some
modified version, WiFi devices can be used in data acquisition applications that allow ,
 direct communications between the sensors and the smart phones/ PC even without a

:  intermediate router.

‘WiFi is prefefably suitable fo transfers with high-speed wireless

 connectivity that allows videoconferencing, voice calls and video streaming. An important
advantage 1S that all smartphones, tablets and laptops have Wi-Fi integrated; however the

main disadvantage of this technology is high energy consumption.

' |EEES02.15.6WBAN .
JEEE$02.15.6 is the latest addition in WPAN which is known as WBAN standard that
provides various medical and non medical applications and supports communications inside
communication inside and outside of

and around the human body. This standard supports
human body which can be used for different medical and non medical applications such as¢-

E. Healthcare monitoring, sports, environment etc.
IEEE 802.15.6 standard is classified by three p
different frequency bands for data transmission W
 is Narrowband (NB) which operates within the range of 400, 800, 900 MHz and 23,24
z bands. The Human Body Communication (HBC) is another standard which operates &
of50 MHz. The Ultra Wideband (UWB) technology operates between 3.1
1 supports high bandwidth in short range communication.
ogy is an alternative to traditional

r large amount of data

of cables to ¢
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Py e | oaat

d, the devices for home, office and

@, . . ‘ 3 -.
& As the demand of ubiquitous network is increase
less in short range have been

cher information devices that can ‘communicate wire
getting more attention.
& The standard and technique development of ubiquitous network

into the world market.

has rapidly put itself

C waves

munication that uses electromagneti
es light

s, whereas optical cqm'municatibn us
s methods of ‘wireless communication,
1g-distanze communication in the order
ation)*1 to be transmitted. Therefore,
stems. We would like to focus our ;

Wireless communication is wireless telecom
(radio waves), magpnetic fields, and electric field
without using wires or cables. Among the variou
telecommunication that uses radio waves enables lot
of kilometers or more and allows lots of data (inform
radio waves are used in most wireless communication sy
explanation mainly on radio waves in this series.

Wireless communication systems that use radio waves are configured to use space as the
radio waves as-

transmission path (or communication channel) and to send data on
signals*1 from transmitters to receivers (Fig. 3.11). e :

4‘ Radio
- Waves

~ Transmitter |




.‘ :‘\‘ — teter ’ s
wore that wireless communication is also being developed heyond the

we should aote wiion 2 :
f these categories in recent years, For example, vanous countries m begus
incorporate satellite communication into mobile

Jellite moble communication serv ices that 1
S

communication (smartphones equipped with a function to connect to satellites).
2. Categories of Wireless Communication and their Applications

boundares ¢

Table 3.
Categories of Wireless Typical Applicati
: Foumnicaﬁon
;mb«lc communication Mobile M |
| Avistion oo Radio altimeters, radars for air traffic contro!
Etcﬂite communication Saseliite broadeasting, GPS
observation |

Ship s LF beacons, MF/HF/VHF wireless
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different priority levels for different sensors and the number of hops needed to access the

tral node i
cen is also dependent on how they are configured. Sensor-to-sensor communication

in a tre;hnetwork always needs more than one hop unless it is between parent and child
nodes. The hybrid topology has all the above-mentioned configurations within it dependent

on the configuration and this is the most common WBAN conﬁguratlon used in the field
~ when the sensor node number grows.

Central Node

Sensor
Node

Sensor\ Sensor

Sensor
Node

(a) Star topology ‘ : (b) Mesh topology

Central Node S_énsor

‘Node
Sensor Sensor
Node “Node

© Tr‘e,e topology . " (d)Hybrid topology
’ :  Fig. 3.13. ' ¥

| WBAN Communication Protocols

IEEE has derived several network standards related to WBANS. The ﬁrst one was IEEE

E . 802.15.1 developed in 2002 for Wireless Personal Area Network (WPAN) which was based

on Bluetooth. It defined the physrcal layer (PHY) and the medra IEEE 802.15.4 low rate

d - WPAN was also introduced in 2003 for longer battery access control (MAC) layer

~ specifications for fixed and mobile WPAN [20]. Later IEEE 802.15.2 was developed as a

. ‘coexisting network -and IEEE 802.15.3 was developed as the hlgh rate WPAN in 2003 life
networks and had a couple of amendments thereafter to accommodate different country-
specific regulatory changes. IEEE 802.15.5 is the. standard provrded for mteroperable o

: scalable, and stable WPANs ‘The IEEE 802 15 6 standard was specrﬁcally developed for-
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T . - .
able 3.5, Des:gmng and tmplementatipp challey

1ges in different layers of WBAN

e IO Protocols
Physical Lay, : i
yer | MAC Layer Network Layer Transport Application
s T : Laycr Laycr“
Int T e e—— e S —
R Dynamic Optimum | Reliable Efficient
Cha.nnel routing ‘transport interface
assignment -,
e A i
Temperature Control packets | Network Congestion Security
control 4 overhead condition control =
Changing Protocol Real-time Self- Congestion
topology overhead streaming configuration control 4
Varying Synchronization | Localization Energy Flow control
bandwidth awareness
needs ‘ -
Constant Throughput Mobility Biased Bandwidth
signaling implementation | allocation
Interference Consistency Temperature Constrained Packet-loss
and heat control addressing recovery
Fault Over-emitting | Traffic control = Energy
acceptance efficiency
‘Security Packet Multi-path . 3
scheduling routing
- ) SN S
Quality of Error control Security . i
Service (QoS) ‘ Al
- e ——]
. ¢ \
Varying data Overheating QoS i 5
» Calibration Fault tolerance : A .
_ ST s
5 Fault - L R e o Y
‘ : .
' conservation :
\
- QoS \\\ |
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|
dy area network. /’

11. Mention the applications of Bo. i '
: BAN s have various applications, including:
Healtheare: Monitoring chronic conditions, tracking vital signs, and remote

15 ]
patient monitoring. |
Fitness and Sports: Tracking physical activity, performance, and biometric data.

2

3. Military and Emergency Response: Monitoring vital- signs - in extreme
environments. ) :

4. Gaming and Entertainment: Enhancing gaming experiences with biometric
feedback. 3 '

12. Write the characteristics of BANS. :
< Body area networks (BANSs) are networks of wireless sensors a
R , devices embedded in clothing, worn on or implanted in the body, an
potential to rev-olutionize healthcare by enabling pervasive healthcare.

nd medical
d have the

13. Draw BAN architecture.

EEg iensor - \\
i
't

Implantable.,_ | {mplantable
cochlealre ac,emak;?

-/ o/
// Dewc‘g/ « »

Temperature 7
sensor 2 o
) : b SN
\ Access Point e
l'/
EMG sensor SRR
i e = ,/
‘ s ’
e / 7 :
Non-implantable -, { =

~devices - L
Al ‘Control Unit

14. Mention the Reqhirementsfor Wireless Medical Sensors in WBAN.
 Wearibility: To achieve non-invasive and un'obtruéive conti o
e ) ey i Inuous mo i
Wearlb.lhty is a very important issue. These sensors must be lightweight and sm:llltog'r"g
and weight of sensors are mainly determined by the size and weight of batteri B g
battery’s capacity is directly proportional to its size. = Bt €s. But, a
~ Reliability: Reliable communication in WBANS is of »parénlount importance fi
' | rtance for any

WBAN application. So the designer ‘should
R TR A : target a rel; ' e
technique which will ensure uninterrupted p0mmunicatgion anc;e(l;atti):e lCOmmumcatlon
e carefql traqc-off between communication and computation is vy . _na. throughput .A
- system design. i . ery crucial for a reliable
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